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Kurzanleitung zur Inbetriebnahme einer VPN-Verbindung tber

L2TP unter MS Windows 10

1. Verbindung einrichten

Uber Settings — Network&Internet — VPN — Add a VPN Connection muss
eine neue Netzwerkverbindung mit folgenden Parametern eingerichtet werden:

VPN Provider:
Connection name:

Server name or address:

VPN-Typ:
Pre-shared key:

Type of sign-in info:

Windows (built-in)

frei wahlbarer Name fur die Verbindung
vpn.informatik.uni-rostock.de
L2TP/IPSec with pre-shared key
ifi2011

User name and password

& Home VPN
| Find a setting | VPN
twork & Int L Add a VPN connection
& Status
Advanced Options
@ Wi-Fi
Allow VPN over metered networks
il Cellular @ on
¥ Ethemnet Allow VPN while reaming
@ on
< Dial-up
Related settings
| > ven
Change adapter options
tg: Airplane mode Change advanced sharing options
1" Mobile hotspot Network and Sharing Center
Windows Firewall
(@G Data usage Vindows Firews
@ Proxy 3
Have a question?
Get help

Abb.1 Einrichten einer

VPN Verbindung
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O settings - o x

Add a VPN connection

VPN provider

Connection name

IFI VPN

Server name or address

vpn.informatik.uni-rostock.de

VPN type

Pre-shared key

ifi2011

Type of sign-in info

sword (optional)

Abb.2 Erforderliche Parameter eintragen und sichern

2. Verbindung konfigurieren

« - o x

& Home VPN

[ Find a setting ] VPN

Network & Internet =+ AGd 8 VBN connechion

B Status IFIVPN

7% Wi-Fi

al Cellular Advanced Options

92 Ethernet Allow VPN over metered networks
@ on

“ Dial-up
Allow VPN while roaming

%@ VPN @ o

. Alplane mode Related settings

) Mobile hotspot Change adapter options

Change advanced sharing options
@& Data usage

Network and Sharing Center

& Proxy
Windows Firewall

Have a question?
Get help

Make Windows better

Abb.3 ,Change adapter options“ auswéhlen
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& Network Connections

ST

Organize v

™ Bluetooth Network ™ Cellular
Connection .
x Not connected

VirtualBox Host-Only - Wi-Fi
¥ Network
@ Enabled

eduroam

6items

™ f’ > Control Panel » All Control Panel ltems > Network Connections

Not connected
X i F3507g Mobile Broadb..

ot ineel(R) viFi Link 5300...

v O

X intel(R) 22567LM Gigab

IFIVPN
Disconnected

WAN Minipot (L2TP)
WAN Miniport (L2TP) |

Search Network Connections

a X
»
o @

Abb.4 Mit rechtem Mausklick auf die eingerichtete Verbindung “Properties”
auswahlen

& IFIVPN Properties

General Options Secutty Networking Sharng
Type of VPN:

Layer 2 Tunneling Protocal weh IPsec (L2TP/IPsec)

Authentication

(O Use Extensble Authentication Protocol (EAP)

(®) Allow these protocols

Unencrypted password (PAP)

[ Challenge Handshake Authentication Protocol (CHAP)
[ Microsok CHAP Version 2 (MSCHAP v2)

[[] Assomatically use my Windows logon name and
password (and domain, £ any)

T

v
Advanced settings

Data encryption: ;

Optional encryption (connect even # no encryption) e

anwahlen, speichern

Abb. 5 Unter dem Tab Security — Allow these protocols: PAP und CHAP
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3. Herstellen der Verbindung

Settings

@ Home

Find a setting

z
T

twork & Internet

B Status

& Wi-Fi

al  Cellular

%1 Ethernet

@ Dial-up

& VPN

4= Airplane mode
) Mobile hotspot
(8 Data usage

@ Proxy

VPN

o] wewn

Add a VPN connection
+

IFI VPN

Connect Advanced options

Advanced Options
Allow VPN over metered networks
@ on

Allow VPN while reaming

@ on

Related settings

Change adapter options
Change advanced sharing options
Network and Sharing Center

Windows Firewall

Have a question?
Get help

Abb. 6 ,Connect”auswahlen

& Home

ind a setting

Network & Internet
B Status

7 Wi-Fi

- Cellular

%1 Ethernet

@ Dial-up

% VPN

g7 Airplane mode
9 Mobile hotspot
(B Data usage

@ Proxy

VPN

o] wen

Add a VPN connection
o+

IFI VPN

“* Connecting te IFl VPN

Windows Security

Sign in

Password

Domain:

0K Cancel

Related settings
Change adapter options

Change advanced sharing aptions
Network and Sharing Center

Windows Firewall

Have a question?

Got haln

Abb. 7 Einloggen mit dem Informatik Account

STG
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o

L

1"

®
@

& Home VPN
Srp— weN

Add a VPN connection
d5

Status

ovo BENGL

dJ Connected
Wi-Fi
Advanced options Disconnect

Cellular
Ethernet .

Advanced Options
Dial-up Allow VPN over metered networks
vEN @ on

Allow VPN while roaming
Airplane mode @ o
Mobile hotspot

Related settings
Data usage Change adapter options
Proxy Change advanced sharing options

Network and Sharing Center

Windows Firewall

Have a question?
Get help

Abb. 8 VPN Verbindung ist hergestellt

4.

Anmerkungen und Hinweise

» Personal Firewall

Eine eventuell installierte lokale Firewall muss entsprechend angepasst und
konfiguriert werden, so dass alle Zugriffe auf den Server vpn.informatik.uni-
rostock.de erlaubt werden.

» Remotedesktopverbindung herstellen

— Start — Run: mstsc /v: Servername Stellt Verbindung mit
“Servername* her.

= Mounten von Laufwerken

— Start — Run: z.B. \honshul\username — Connect to honshu

— Username: informatik\username / Password: (Passwort)
= Kontakt
Bei Anregungen und Fragen senden Sie bitte eine E-Mail an:

stg-cs@uni-rostock.de
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